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TEPMHWHBI X1 ONPEJEJEHWSA “
AyTeHTH(QHKANUSA —JlefictBus 110 TIPOBEPKE [OIIMHHOCTH CyOBEKTa JAOCTYyIA B
rH(QOPMAITHOHHON CHCTEME \
Be3onmacHocTh HHGOPMALHHA — CocTOsSHHE 3aNUINEHHOCTH pH(OpMAITH, IPH KOTOp(iM
obecreueHbl ee KOHQUIECHIHATBHOCTD, JOCTYIHOCTB ¥ IIETOCTHOCTD. |
TocynapcTBeHHAS uHpopMAIMOHHAS CHCTEMA = VabopMalronHas CHCTEMA,
cosaBaeMas B IEISIX peaisaliiy OTHOMOUMI TOCYAAPCTBEHHBIX OPraHoB i 0BecredeHts
oGMeHa MHbOopMaIHed MEXY STHMA opraHam, a TAKKe B MHBIX yCTaHOBJICHHBIX (benepanbﬁbuﬁm
3aKOHAMH IEJIX. ‘1
TloeTyn K HH(pOpMALHH — B03MOXHOCTBH IOy I€HUA pHpOpMAIIH U €e HCIIOIH30BaHUA.
JlocTymHOCTE - Cocrosuue WHQOpMALHH, XapaKkTepu3yeMoe CIIOCOOHOCTB
TeXHUUECKWX CPENCTB M MH(QOPMAIMOHIBIX TexHOJIOTHI obecreunBarh GecrpensTCTBEHHbLH
J0CcTyn K HH(GOpMAyH cyOBEKTOB, AMEIOMIKX Ha 5TO TIOJIHOMOYHS. |
JamuTa uHGopManuH 0T HeCcaHKIMOHHPOBAHHOI0 A0CTYNA - 3amura HHQ)opMauﬁa,
HanpaBieHHas Ha IPEeOTBPAIICHNIC TIOJTyYEHHUS sarmpmaeMoi HHpopMaruy 3aHTEPECOBAHHBIMHI
cyOBpekTaMu C HApyLICHAEM yCTaHOBJIEHHBIX HOpPMATHBHBIMA M TPaBOBBIMH JOKyMEHTaMH
(axTamMm) WK oGnamaTelsIMU  MH(pOpMAIMy Tpas I’ IpaBwil pasrpaHAICHIA JocTyna | K
samuiaeMoit HHQOpMaliH. ‘
Jamumaemas HadopmManus - Vrbopmarust, SBIAIOMAaiC IpeIMETOM COBCTBEHHOCTH
M TojUiexarnas 3almure B COOTBETCTBUE C TpeOOBaHMAMH [IpaBOBBIX [NOKYMEHTOB WJH
TpeOOBaHMSIMH, yCTaHaBIUBACMBIMH coGCTBEHHUKOM HHPOPMALHH. |
NnenTuduKanus - yCTaHaBIUBACMBIMH coGCTBEHHUKOM HH(pOpPMAIHH HpHCBoeHﬁﬁe
cyOBeKTaM H obBeKTaM JocCTyna uneaTrduxkaropa “ (unm) CpaBHEHME [peIbABIISIEMOTO
prneHTH(dUKaTOpa ¢ NEPEIHEM IPHCBOEHHBIX UaeHTH(HUKATOPOB. |
MndopmanmonHas cHCTEMA - COBOKYIIHOCTb coziepiKareucs B fasax [aHH
pr(OpMAIMHE 1 00eCTIeTHBAIOIIX ee 06paboTKy HHGOPMATIHOHHBIX TeXHOJIOTHH U TEXHUIECKUX
CpEINCTB. f
NudopmanuonHbie Pecypeel - OtzenbHBIE JOKYMEHTBL X OTIENbHBIE MacCH lm
JIOKyMEHTOB, HOKYMEHTBI 1 MACCHBBI JOKYMEHTOB, COZIEpamuecst B I/IH(l)OpMaU,I/IOHH,;(X
cuctemax (6mOIMOTEKaxX, apXuBax, donmax, O6aHKax IaHHBIX, rH(OPMAIMOHHBIX CHCTEMAX
IPYTHX BHMIOB). |
NudopmanuonHbie TEXHOJOIHH - TIpomeccs, METOMBI NOMCKE, cbopa, XpaHCHHS,
06pabOTKH, IIPEIOCTABICHIL, pacrpoCTpaHeHUs uH(OpMAIUA U cI10co0BI OCYIECTBICHH TaKHX
TIPOIECCOB ¥ METO/IOB. 1
Nudopmauua - CpeneHud (coobmeHus, NaHHBIE) HE3aBHCHMO OT dopmBl  HX
IpeCTaBICHAL. ‘\
KonTposupyemas 30Ha - TIpocTpaHCTBO (TEPPUTOPHSL, 37aHuUe, YACTH 3[aHN), B KOTOP M
HCKJTIOUEHO HEKOHTPONUPYEMOe npeGpIBaHKE LI, HE MMEIOMIX OCTOSIHHOTO WM Pa3oBOro
IOMyCKa, ¥ IIOCTOPOHHIX TPAHCIOPTHBIX CPETICTB. '
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Konbuiernna1sHOCTh - O083aTeIpHOE T BEIIOTHEHHUS JIHLIOM, IOy JUBIIIM ﬂOCTﬁH

opyanwn, TpeboBaHUe He [epe/IaBaTh TaKylo HHPOPMAIHIO TPETHUM JIHLIEAM
B |
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CTIOTB30BAHEE, pACIpPOCTpaHeHWe (B TOM UHCIE Tepesady), 00e3NMIuBaHHE,
S70XEpOBaEES, VHHYTOKEHHE IEPCOHATIBHBIX TAHHBIX.
OmnepaTtop - [ paKIAHWH HITH IOPUIHYECKOE JIHIO, OCYIIECTBILIIOIIIE AEATEIBHOCTD HO
sxemTvaranud  WHGQOPMAIMOHHOM CHCTEMBI, B TOM YHCIC IIO 00paboTke HHGPOPMALIUH,
cozepxamielics B ee 0a3ax MaHHBIX.
IlepconaabHble AaHHbIe - JlF00as HHpOpPMAIKS, OTHOCAIIAACS K IPSIMO MM KOCBEHHO
OTIpeIeIeHHOMY, HIIH OIpeIeNieMoMy (HU3HIeCKOMY JIHITY.
Vrpo3sa 6esonacHocta HHGopmanuu - COBOKYIHOCTh ycioBu# ¥ paKTOPOB, CO3AAIOIIHX
TTOTCHIHATBHYIO WM PeaIbHO CYIIECTBYIOIIYIO OIIAaCHOCTD, CBA3AHHYIO C yTeukoi HHGOpMAITHK
1/1TH HeCaHKIIHOHHPOBAHHEIMY ¥/UIIH HETIPeTHAMEPEHHEIMA BO3ICHCTBIAMU Ha HEe.
VsseumocTs - Hepmocratok (cnabocTh) IPOrpaMMHOTO (TIpOrpaMHO-TEXHUYECKOTD)
cpencTBa WM HMHOOPMAIMOHHOW CHCTEMEL B IEIIOM, KOTOpBI (KOTOpas) MOXeT OBITh
HCTIOMB30BAHA IS PeaTH3allid yrpo3 6e30macHoCTH HHYOPMAIHH.
[lenocTHOCTH - YCTOWYMBOCTE HMH(pOpMAWM K HECAHKIMOHHPOBAHHOMY MM
clydaiiHOMy BO3NEMCTBHIO Ha Hee B Iporecce 00pabOTKH TEXHWYECKHMH CPCACTBAMY,
pe3yJIbTaTOM KOTOPOTO MOXKET OBITh YHHYTOKCHHUE ¥ MCKaXKCHUC HHPOPMAaLIUN.

OBO3HAUEHHS U COKPAIIEHMA

T'OCT P® — I'ocynapcTBenHnbIi cranaapT Poccuiickoi Oenepanuu

®CB Poccun — @enepanbrasn ciryxba 6ezonacroctu Pocenn

®CTAK Poccuu - Denepanbhas ciyxba 0 TEXHUIECKOMY H SKCIIOPTHOMY KOHTPOIIIO

MB IOV m/c Ne 42 c. HUKOJEHCKOTO — MyHHUIHMTIATBHOE OFOMKETHOE IOIIKOIBHOE
00pa3oBarelbHOE YUPEKICHUE NETCKHHU Call No 42 ¢. HuxoneHcKoro.

1 OBIIHUE MOJIOKEHW

Hacrosmmas IlommuTuka SBISeTCA JOKYMEHTOM, ONpPEACILIIOMMM  HampaBlICHHA
ESTEIbHOCTH B 0071acTH obecTedeHns HHPOPMAIHORHOM 6e30IaCHOCTH | MPEACTABISIET COOH
CHCTEMATH3HPOBAHHOE M3TOMKEHHeE Ielell U 3a1ad HHPOpManyOHHOH Oe30MacHOCTH, KaK OJIHO
WTH HECKOJBKO IPaBHII, MPOIEAYp, HPAKTHYECKUX MPUEMOB M DPYKOBOISIIMX IPHHIHMIIOB,
koTopsmMH pykoBoacteyercst MB JIOY n/c Ne 42 ¢. HuKOIEHCKOTO, a TaKkke OpraHu3aHOHHbIX
TEXHOJNOTMYECKAX X MPOLEAYPHBIX acTEeKTOB o0eCIeueHHs HH(POpManroHHOH 6e30macHOCTH
TTonoxenns HacTosimel [IOMMTHKE HEe PACIPOCTPAHSIOTCS Ha obecredenre HHPOPMAIMOHEOH
6e30MaCHOCTH CBEJIEHMH, COCTAaBIIONIMX TOCYNapCTBeHHyIO TaliHy. OCHOBHOM 3amadeH |B
o6mnacti nHpopMammonHoi Gezomacroctd MB IOV m/c Ne 42 ¢. HuKONEHCKOTO (manee JOY),
NpH3HAET COBEPUICHCTBOBAHHE Mep H CPEACTB OOECIEUEHHs  3allliThI uHpOpMAaLUH
uHbopManuoHHEIX pecypcoB JIOY B KOHTEKCTE DasBUTHS 3aKOHONATE/IBCTBA Poccuiickoit
deslepallid ¥ HOPM PETYJIHPOBaHMS MH(OOPMAIMOHHOM NESTENbHOCTH B TEKYIIUX YCIOBH
DyHKIIHOHHpOBaHMS HHpopManuoHHoro mousd. Ilpu paspaborke IIOMHTHKH yYMTBHIBATHLH
OCHOBHBIE IIPUHITUIIEI CO3JAHUS CHCTEM 3aIUTEl HHPOPMAINY, XapaKTEPUCTHKH U BO3MOXHOCTH
OPraHH3alHOHHO-TEXHMYECKUX MEP U COBPEMEHHEBIX MPOrPAaMMHBIX U alllapaTHO-IIPOrpaMMHBIX
CpeIICTB 3amuTH HEGopMarmu. B pamkax cBoeit nearensaocTr JIOY 00s3yercs NpeAnpuHAMATE
BCe BO3MOJKHBIE MEpBHI JUIS 3alIMTHl MH(pOpMAIMK OT yrpo3 6e30macHOCTH HH(pOpMAIHH.
TpeGosanus wHOOPMAIHOHHOW 6€30MaCHOCTH, COOTBETCTBYIOT LENAM ICATCIBHOCTH HOVY iu
IpeIHA3HAUEHS! IS CHIDKEHWS DHCKOB, CBS3aHHBIX C peaju3amued yrpos 0e30macHOCTH
nadopymanuy. [lonuTrKa 10cTynHa BeeM paboTHIKaMm JIOY 1 BceM IOIB30BaTENIAM €I0 PECYPCOB.

2 [OEJIA U 3AJAYA OBECIIEYEHHMA I/IH(I)OPMAI[I/IOHHOE'I
BE3OMMACHOCTH /
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Cy0bexThl HHGOPMANHOHHBINH 0THO M eHHi

CyOmextamu mpu obecrieueHny HHQOPMAIHOHHOM 6e30ImacHOCTH B HOY sensrorci:

—paborauku JIOV (B ToM umce YBOJIEHHEIE),

i
~——POIHMTENH (3aKOHHBIE IIPEICTABUTEH); |

—usmyeckre smma, npencrasuTenn KOHTPAareHTOB B paMKax HCIIOJHEHHS JIOTOBOPHRBIX

00s13aTenLCTB;
—(u3uYecKue MHIa, TOMABIIIe obpamenne B anpec JIOV;

—IOPHIWYECKHUE JTUIIA, B paMKaX HCIIOJTHEHUS JOTOBOPHBIX 00s13aTeNBCTR HIIA BO HUCIOJIHEHHU

TPeOOBaHMM CO CTOPOHEI 3aKOHOIATEIILCTRA Poccuiickoit ®enepanuu;
—OpraHbI rOCY 1apCTBEHHON BIACTH.
O6bexThI HH}OPMANHOHHBIX 0THOMIeHHIA
OOBexTamMu HHOOPMAIHOHHEIX OTHOITEHYH SIBISOTCS:
—uHH(opMaroHHse pecypes JI0Y;
—IIpomecck 00paboTky HHGOPMAIHY B HH(pOPMaIMOHHBIX crucTemax JIOV, HH(OPMAIHOHHE
TEXHOJIOTHH, PErTIaMEHTSI B IPOIEy PEI c60pa, 06paboTKHy, XpaHEHHUS U NIepefavl HHPOpPMAIIH]

—CHCTEMBI U CPELICTBA 3aIATHI I/IH(I)OpMaIIHI/I, 00BEKTEI U IIOMEIICHUS, B KOTOPBIX pa3MEIIeHbI

cpencrBa 06paboTKu HHGOPMALIHH.

IMenn obecnedenns HHpOpMaNHOHHOM Ge30macHocTH

OcHoBHOM 1EMBI0  O6ecHeYeHHs MH(OOPMAIMOHHOM 6e30macHoCTH OV aBasror
AEHCTBHS HaIPABIICHBl HA JOCTHIKCHHE 3aIHTHL CYOBEKTOB HH()OPMAIIHOHHEIX OTHOIICHHI
BOSMOXKHOTO HAHECEHHs MM MATEPHATBHOIO, (BDH3HUECKOTo, MOPaNbHOTO HJTH HHOTO yIepd
TIOCPENCTBOM CITy4alHOTO MM IIPEIHAMEPEHHOTO BO3ICHCTRHS Ha HH()OPMAITHIO, B TOM YHCIIE
—COOIIONEHNS IPAaBOBOTO DPEXMMA HCIIONE30BAHMS MacCHBOB M CPEACTB 06paboTH
uHpOpMAanHy;
—IPEIOTBPAINCHHS pealu3allill yIpo3 Oe30macHOCTH HH(OOPMAINKM TPH OCYIIECTBIICHH
nestensHocTH JIOY.

3agauu obecnedenus nHdopManuoHHoii Ge3omacHocTH

Hoctwxenne menmedt  obecmevenus HHQOPMAITHOHHOX ~ GE30IIaCHOCTH ¥ CBOICH

uHpopmanuu, IOV permaercs CIETYIOINUMH 33]a49aMHU;

T SalllUTel 0T  HECAHKIWOHWPOBAHHOTO  1OCTYNA K MHQOPMAIMOHHEIM  pecypcal
 PASTPaHHMYCHIS NOCTYTIA IONB30BATENeH K HHGOPMAIHOHHEIM, anmnapaTHbIM, IPOTPAMMHEBIM
HHEIM pecypcam;

~ PCTUCTPALMM M NEPHOIUYECKOTO KOHTPONS NEHCTBHH IOIB30BaTeNeit npa  00paboT
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3AIMUINAEMON HH(MOPMAllUM ¥  HepHOIMYecKHuii KOHTPOJIb KOPPEKTHOCTH WX JeHCTBU
— KOHTPOJIA TETOCTHOCTH CPEAbl HCIONHEHHS MPOrPaMM ¥ €€ BOCCTAHOBJICHHE B CIyY
HapyIIeHHS;

—obecredenns ayrenTHdHKAIMH H HICHTU(DHUKAIINK  OJB30BATElIEH, Y4YaCTBYIOIIHX
MH(pOPMAHOHHOM 06MeHE;

i
—00eCIeYeH s HCIPaBHOCTH [PHMEHSIEMEIX B HH(OPMAIMOHHBIX cucTeMax JIOY Cpencis

3aIUTH HHOpMAaLKY;

— CBOCBPEMCHHOIO BBIIBICHHE MCTOYHHKOB yIPO3 6€30TACHOCTH HH(QOPMALUK, MPHIUH
YCIOBUH,  CHOCOOCTBYIOIMX  HAHECEHHIO ymepda — 3aMHTEPECOBAHHBEIM  CyOBEKT
HH(OPMAITHOHHEIX OTHOIICHHiL;

~—CO3MaHUEM CITyKOEI MOHUTOPHHIA H PearHpOBAHHS Ha YTPO3bI 6€30macHOCTH HHpOpManuy|
HETaTHBHBIE MTOCIIEICTBHUS; '
—CO3JIaHUEM YCIIOBUH JIJISI MUHHMHU3AIMH HAHOCHMOTO yiepba HempaBOMEPHBIMHE e CTRISIM
U yCTPaHEHHE ITOCIIEICTBHH HAPYIIECHHS HH()OPMAIIHOHHOM 6€30macHOCTH B HOV.

Permenne Beimnenepeurciennnx 3anaq B JIOY ocymecTsisteTcs mocpencTsom:

—YHCTa BCeX IIONIeXKAIHX 3aITUTE HH(DOPMAIIHOHHBIX pecypcos;

—KYPHAIMpOBaHHUs NEHCTBUM IIEPCOHAIIA, OCYINECTBIMOMEro 00CITyXKHMBaHHE U MOIH(UKAIIHIO
IPOTPAMMHBIX M NPOrPaMMHO-aMIapaTHBIX CPeACTB  MHGOPMAIIHOHHBIX CHCTeIM
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—perilaMeHTallud IporeccoB o00paboTku wuHGOpManuu, nedcTBuit pabotHHKOB [JIOV,
OCYILIECTBIIIOIMX OKCILUTyaTallui0 IMPOrPaMMHBIX M IIPOrPAMMHO-aNNapaTHBIX CPEICTB, Ha
OCHOBE YTBEPXKIEHHBIX OPraHH3alMOHHO-PACIOPSOUTENLHEIX JIOKYMEHTOB IO  3allUTe
uHGbOPMAITHH;
—Ha3HAYEHHUS U TTOJTOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 32 OPTraHU3AIUIO U OCYIIECTBICHHE
MEPOIPHUATHH 10 obecreueHuio HHpopMaIuonHoi 6e3omacuoctu B IOV
—HaleNeHus KaKIoro pabOTHHKA MHHHMAIGHO HEOOXOOMMBIMH IpaBamMH IIpH paboTe |B
HHPOPMANHOHHOK HHAPACTPYKTYPE COTNIACHO MX JTOJIKHOCTHBIM 00S3aHHOCTSIM; »
—coburoieHus BceMU pabOTHUKAMH, SKCILTYaTHPYIOIUMHU U 00CITy KUBAIOITUMHU HpOFpaMMHHIC
¥ IpOrpaMMHO-aNapaTHBle CpelcTBa, TpeOOBaHWI OpraHW3alMOHHO-PACIIOPSIUTENIBHBIX
JOKYMEHTOB II0 BOIIpocaM o0ecriedeHus HHPOPMAITHOHHOH 0€30IacHOCTH;
—IEepCOHATBHOM OTBETCTBEHHOCTHIO KAXJIOTo pabOTHHKA 3a CBOM JEHUCTBHUS, YUACTBYIOIIETO| B
paMKax CBOMX (yHKIMOHAIBHBIX 005S3aHHOCTEW B Ipolleccax aBTOMAaTH3UpPOBAaHHOM 00paboTKu
HH(OPMALIMU B UMEFOIIIET0 JOCTYT K pecypcam HHGOPMAIMOHHBIX CHCTEM;
—peanu3anuel TEXHOJOTHYECKHX IIPOIecCOB 00paboTkH HH(OpPMAIMU C HCIOJIH30BAHUEGM
KOMILIEKCOB ~OpPIaHU3AI[MOHHO-TEXHHUECKUX MEp 3allUThl IIPOTPaMMHOr0 oOecledeHr
IIPOTPaMMHO almnapaTHBIX CPEICTB;
—IIPUHATHS MEP 10 00ECTIEUCHUIO PUINIECKON IIETIOCTHOCTH IIPOTrPaMMHO-ANNAPATHIX CPEICTB
HHQOPMAIMOHHBIX CHCTEM U TIOANCp)KaHHEM HEOOXOIHUMOTO YPOBHS 3allWIEHHOCTH
KOMIIOHEHTOB;
—JCIIONIB30BaHKS NIPOTPAMMHEIX U IPOTPAMMHO-AIIIAPATHRIX CPEICTB 3alATHI HH(bopMam:H
obpabareBaeMoM B JIOY U aIMHHHCTPATHBHOHN MOMNEPKKON X HCIIOIb30BAHHUS;
—XKOHTpOJII COOJIONEHUS IIONB30BATEIIMH WH(POPMAITHOHHBIX CHCTEM TpeOOBaHUU 110
obecneueHnI0 HHPOPMATMOHHON O€30IIaCHOCTH;
—IIpoBeJeHUS aHanu3a 3Q(HEKTUBHOCTH IPUHATHIX MEp 3aIIUTH HHOOPMAIIUA U IPHUMEHSIEMHEIX
cpexcTB 3amuThl HHbopManuu B JJOY;
—pa3paboTKu M peanu3alMy TNPEIJIOKEHHH 110 COBEpPIIEHCTBOBAHUIO CHCTEM 3aIlHTHI
uopmarmu B J10Y.

3 IPUHIUILI OGECIHEYEHNSA HH®OPMAIIMOHHOM BE3OIIACHOCTH
Obecnedenne HHPOPMAHOHHON 0E30IIACHOCTH, HOJDKHO OCYINECTBIATHCS B COOTBETCTBHH CO
CJIEAYIOIIMMHU OCHOBHBIMU TIPUHITUIIAMH
IpuHIMI 32aKOHHOCTH

IIpu BEIOOpE MEpPONPHUATHH MO 3ammTe HHOOPMAIUH, MODKHO COOIIIONATHCS MEHCTBYIOIIEE
3akoHOHaTenbCcTBO Poccuiickoit @enepanuu B chepe 3amuthl uHGOpManuu. Bee pabOTHUKH
TMOJDKHBI MMETh IIPENCTaBICHHE OO0 OTBETCTBEHHOCTH 3a IPaBOHAPYINEHUS B cdepe 3aIiuThbl
uHpopmanuu. [IporpamMMHoO-anmapartHbie cpeicTBa, mpuMensemsie B JIOY, NODKHBI HMETH
COOTBETCTBYIOIIME JIUIEH3UH, OQUIMATEHO IPUOOPETAThCS y MPEACTaBUTENCH pa3paboTIMKOB
STHX CPENCTB WU SIBIIATHCS HHTEIUIEKTYIbHOM coOcTBeHHOCTRIO JIOY.
HpuHuun cucreMHOCTH

Ilpu co3maHMM CHCTEMBI 3aIlUTHI JOJDKHBI YUMTHIBATHCS aKTYaIbHBIE YIPO3bI GE30IIACHOCTH
HH(POPMAITHH, BO3MOXKHbIE OOBEKTHI W HAMpPABIEHMs aTak HA HEE CO CTOPOHBI HapyLIATENEH
CucremMa 3amMTHl JOJDKHA CTPOMTHECS C YYETOM HE TOJBKO H3BECTHBIX KAHAIIOB YTEUKH
HH(QOPMAIHHY, HO B C YYETOM BO3MOXKHOCTH IOSIBJICHHS HOBBIX YA3BEMOCTEH B IPOrpaMMHQOM
obecrieyeHu .

IIpuHIHN KOMILIEKCHOCTH
KommiekcHOE HCIIONB30BaHUE CPENCTB 3AIMUTH MHGOPMAINK IIPEIIIONAracT COrIacOBAHHOE
IPAMEHCHHE MPH IIOCTPOEHHMM LEJIOCTHOM CHCTEMBI 3allUThl, IEPEKPBIBAIOIICH BEE
CYLIECTBEHHBIE  YIpo3bl  0O€30macHOCTH HMHGOpMAIMK. 3alluTa JOJDKHA  CTPOHUTHES
SIIETIOHUPOBaHO. Du3KdecKkas 3aluTa JOJKHA 00eCHeYnBATHCS DHU3MUECKUMH CPEICTBAMHE |1
OpraHU3ANUOHHBIMK Mepamu. [Ipy MOCTpOeH!H, BHEIPEHUH U SKCILIyaTallii CHCTEMBI 3alIAThI
uHpopmauu pykoBoactBo JIOY obecrmeunBaer yciaoBus A 3PQHEKTUBHON KooanHaupm
OCWCTBUN BCEX JIUI, OOSCTICUNBAIOITUX WHHOPMAITHOHHYIO 0€30MIaCHOCTD. \
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IIpuHIUD CBOEBPEMEHHOCTH
Pa3pa6oTka CHCTeMBI 3aIUTHl HHGOPMAIMK JOJDKHA BECTHCH HMapajUIENbHO C Pa3spaboTKoH

MHQOPMAIIMOHHOM CHCTEMBL. OTO IIO3BOJNMT YydYecThb TpeboBaHuWsa 0Oe€30macHOCTH IIPH

IIPOEKTHPOBAHME ApXUTEKTypBl H, B KOHEYHOM cueTe, co31aTh Oonee o deKTHBHE
uH(pOpPMALIMOHHBIE CHCTEMBI, 00IaIaroIye JOCTATOYHBIM YPOBHEM 3aIUIICHHOCTH.

I[IpuHOMD HpeeMCTBEHHOCTH '

ITocTostHHOE COBEPIIICHCTBOBAHHUE MEP W CPEACTB 3aAlIHUTHI I/IH(I)OpMaL[I/II/I Ha OCHOBC
INPEEMCTBCHHOCTH OPraHMU3allMOHHBLIX W TEXHHYCCKHX peLHCHHfI, KamapoBOro cocraBa, aHajlIu3a

(bYHKHHOHHpOBaHI/IS{ I/IH(I)OpMaHI/IOHHBIX CHUCTEM U CHCTEMBI €€ 3allUThI C YUIETOM H3MEHEHHM

MeTOJax H CpeNCTBAaX IlepexBara WHGOpMAIMH, HOPMATHBHEIX TPeOOBaHWH M0 3allUfe

“HpOpMAaLIKH. !
IpuHOUI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHS 3aTpaTr Ha obecmedenre WHGOPMAIMOHHOH O€30IIaCHOCTH W IIEHHOCTH
HHQOPMALMOHHBIX PECYPCOB HA BENHYMHY BO3MOXHOTO ymepba OT WX pasriamieHu,

YHWYTOKEHHS ¥ HCKaKeH . FICob3yeMble MEPHI H CPEICTBA 3allUThl KH()OPMAIUK HE IOJDKH
yXyIIIaTh 5PTOHOMHUYECKHE TIOKA3aTEH KOMIIOHEHTOB HHOOPMAIIMOHHAIX CHCTEM.

IIpuHIUN 0TBETCTBEHHOCTH

Bo3noxkeHre 0TBETCTBEHHOCTH 3a obecreuenne 6e301acHOCTH HHPOPMALMHY | €€ 06pa60T1<y1 1
Ka)XI0ro pabOTHHWKA B Tpenenax €ro MOJHOMOYMH. B COOTBETCTBHM C 3TUM IPHHITMIIG
pacrpesielieHre IpaB 1 00s3aHHOCTEH PaOOTHUKOB CTPOUTCS TaKMM 00pa3oM, 4TOOBI B CIIy4
mr000r0 HapyIIeH!s ObLT U3BECTEH HAPYIIHUTENb.

IpuHDMID 060CHOBAHHOCTH H TEXHUYECKOH peanu3yeMoCTH

WudopManuoHHble TEXHOJOTHH, IPOrpaMMHEBIE M IIPOrpaMMHO-alapaTHbIe CPeNCcTBa, Mep
3aIUTE MH(GOPMALIUK IOJDKHEI ObITh PEATM30BaHEI II0 COBPEMEHHBIM PELIEHHAM, 000CHOBAHb]
TOYKH 3PEHHUS JTOCTH)KEHHS 3aaHHOTO YPOBHS 3aIlIUIIEHHOCTH HHPOPMAIMU ¥ SKOHOMUYECK(
11e1eCO00PA3HOCTH, a TAK)Ke COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpPMaM H TPeOOBaHHSAM I
6e3omacHOCTH HHOPMALUH.
IIpunnun npodeccuonaIuzma

Peanu3zanus MEp 3allIUThL I/IH(l)OpMaI_[I/II/I H 3KCIIyaTanys CpeacTB 3allIUThI I/IH(I)OpMaI_H/II/I JOJIKHa

OCYIIECTBIIIThCSA MPOGECCHOHATBPHBIMY ClenuanucTaMy. lIpuBrnedenre Crenuatn3npoBaHHE
OpraHu3anuii K pa3paboTKe CPEICTB U PeaTH3aiy Mep 3allUTEl HHPOPMALUH, II0OArOTOBIECHHK
K KOHKDETHOMY BHMIy MHEATENBLHOCTH II0 OobecredeHHi0 Oe30IacHOCTH HH()OPMAalHOHHE
PECYpPCOB, UMEFOIIUX OIBIT IMPAKTHUECKOHW pabOoThl U JIMILEH3UH Ha IIPaBO OKa3aHHUs YCIyT B 9T¢
001acTH.

IMpuHIUT MUHUMHA3AUH IPUBHJIETHH 110JIb30BaTe el
Obecreuenwe MoJIb30BaTeNCH MPUBIIIET USIMHA MEHUMAIBHO 1OCTATOYHBIMH JIJIS BBIIOJTHEHHUS UN
CBOHX JOJDKHOCTHBIX 00s:3anHOCTEH B J[OY.

4 OCHOBHBGIE TPEFOBAHHS I10 3AIMMATE UHO®OPMAIIUN OTPAHUYEHHOI'
JOCTYVYIIA

Cucrema 3ammThl HHOOpPMAIMK OJDKHA IPELyCMaTpUBaTh KOMILIEKC OpraHH3aIMOHHE]
IPOrPaMMHEIX M IIPOTPaMMHO-AIIIAPATHEIX CPENCTB M MEP TI0 3aluTe HHYOPMAIUH B IPOLECS
ee 00paboTKH. BrmonHeHwe TpeOOBaHHUM MTOCTHTAETCS 3a CUET pealu3allid Ha OOBEKT:
“HGOPMATHU3AIUH MEP IT0 3aIUTe HH)OpPMAIIH:

—uneHTHOUKAITAY 1 ay TeHTH(QUKAIHH CyOBEKTOB JOCTyIIa U OOBEKTOB IOCTYIIA;
—YyIpaBIEHUIO JOCTYIIOM CYOBEKTOB IOCTyTa K 00BbEKTaM I0CTYIIa;
—OTPaHUYCHHUIO TPOTPAMMHOW Cpenbl; —3allUTe MAIIUHHBIX HOCHTEIEH IE€PCOHAIbHE
IaHHBIX;

—pEeTUCTpaIyy coObITUl 6€30MacHOCTH;

—aHTHUBHUPYCHOM 3aIIUTE;

—O00HapyKEHUIO BTOPYKEHHUH;

—XKOHTPOJIIO (aHAIN3Y ) 3aIMUINEHHOCTH IIEPCOHATBHBIX JaHHBIX;
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—o00ecleyeHUI0 IIEJIOCTHOCTH HHCbOpMaHHOHHOI‘:I CHCTEMBbI H TIEPCOHAIBHBIX JAHHBI
—o00eCcIeYeHHIO JOCTYITHOCTH IICPCOHAIIBHBIX JaHHBIX,
—3alluThl CPCAbI BUPTYAJIU3AIlNH,

—3alIuThl TCXHHUYCCKHUX CPEACTB;

—3allHuThI HH(bOpMaHI/IOHHOfI CUCTEMBI, €€ CpEeACTB, CHCTEM CBA3H U IIEpeaadnl HaHHBIX,

—BBUIBJICHHIO HHITHJCHTOB U p€arnpoOBaHUE Ha HUX,

—yIpaBlieHuIo KoH(uUryparuei HGOpPMAaIMOHHOH CUCTEMBI M CHCTEMBI 3aIIIUTHI IIEPCOHATBHEIX

aHHBIX.

IOV, kak obnamarens HHGOPMAIHH OTPaHHYEHHOTO HOCTYIIA, P OCYLIECTBIIEHHH CBOUX MPAB
H

00s3aHo0:
—C00JTFOIaTh TIpaBa W 3aKOHHBIE HHTEPECH! MHBIX JIUII;
—IIPHHAMATH HEOOXOIUMBIE MEPEI 110 3aI[UTe HHYOPMAIIHH;

—OrpaHu4YuBaTh JOOCTyIl K I/IH(I)OpMaHHI/I, ecnmi Takad O00S3aHHOCTH YCTaHOBJIEHA

3akoHOmarenscTBOM Poccuiickoit @eneparuu.

B Tom umcne JIOY, BmpaBe eciid MHOE HE MPEIyCMOTPEHO 3aKOHOAATENhCTBOM PoccHiCKQM

Oepepanuu:
—paspelarh WiId OTPAaHUIMBATE TOCTYII K UHPOPMAIIUH, OIIPENEIIATE IOPAIOK H YCIOBHS TaKOl
IOCTYTIa;

—HCIIOJIB30BaTh I/IH('I)OpMaHI/IIO, B TOM 4YHCIJIE pacHpoCTpaHATh €€, 110 CBOEMY YCMOTPCHHID,

—IIepenaBaTh HHGOPMAITHIO IPYTHM JIUIIaM Ha yCTaHOBICHHOM 3aKOHOAATENBECTBOM Poccuiickd
@enepanu OCHOBaHUY;
—3aIUIIATh YCTaHOBJIEHHBIME 3aKOHOIATeNbCTBOM Poccuiickoit @enepanyu criocobamu CB(

IIpaBa B CiIyda€ HE3aKOHHOT'O IIOIYyYCHHA I/IH(I)OpMaHI/II/I WA €€ HE3aKOHHOI'0 HCIIOJIb30BAHHA

WHBIMH JIUIIAMHU;
—OCYINECTBIISITh HMHBIE NEHUCTBHS C HHpOpMAIMed WM pa3pelars OCYIIEeCTBIEHHE TaKy
NMeHCTBHH, eCiIu 3TH AeHCTBHS HEe MPOTHBOpeYaT (eaepaibHbIM 3aKOHAM U IPYTHM HOPMATHBH
paBoBEIM akTaM Poccuiickoit ®eneparuu.

3amuta uHGOPMAIMH ~ OTPAaHMYEHHOTO  JOCTyIa  IPENCTABISET  COOOH  IPUHATE
OpraHU3allMOHHBIX U TEXHUYECKUX MED, HAllpaBJICHHBIX Ha! |
—co0moeHHe KOHQUACHITHAIEHOCTH HHGOopManuy (MCKIFOYEHUE HEIIPaBOMEPHOIO JOCTYI]
KOTIMPOBAHUS, IPEIOCTABICHHUS WM PACIIPOCTPaHEHHS HH(POPMAIUHN);

—o0eceueHne IeIOCTHOCTH I/IH(bOpMaIII/II/I (HCKHIO‘IGHI/IG HENIPAaBOMEPHOI'O0 YHHUYTOXCHHSI

MOJUGUIMPOBAHUSI HHYOPMAITIH);

—pCaJIn3aIliio IIpaBa Ha OOCTYII K I/IH(bOpMaI.[I/II/I (I/ICKJI}O‘-IGHI/IC HEMNPaBOMEPHOT'O 6J'IOKI/Ip0BaHl7ISI

HHGOPMAITHH).

CpencrBa 3amuTel HHGOPMAIMH BHEAPSIOTCS [0 pe3yJibTaTaM IIPOBEINECHHUS OIEHKH DPHCKOB

HHPOPMAITMOHHOHN OE30MacHOCTH.
Oprannzanug 3amuThl HHGOPMAITH

Ilpu opranuzamuun B JIOY 3amutel wWHGOpPMALWH, HOJDKHBI BBIIONHATHCS TpeOOBaHMA
X

@enepanbHoro 3akoHa 0T 27.07.2006 No 149-®@3 «O6 wunbopmarmu, HHYOPMAIMOHHE
TEXHOJIOTHSIX U O 3amuTe HH()OpMAIWm», KOTOPBIE PEryJIHPYIOT OTHOIICHWS, CBA3aHHBIE
yCTaHOBJIEHHEM, U3MEHEHHEM U IIpEeKpaIneHrHeM pekumMa 00paboTKy 3amuInaeMoi HHpopMaIu

5
B tom yucie TpeGoBaHus 0 3aIuTE HHPOPMAIKMH, HE COCTABILIOMEN TOCYIapCTBEHHYIO TaiHy

COI[Cp)K&IH@fICH B TOCyaapCTBEHHBIX I/IH(bOpMaI_II/IOHHBIX CHCTEMaxX YTBEPXICHHBIC IIPHUKaA3Q

OCTIK Pocenn ot 11.02.2013 Ne 17 «O6 yrBepkaennu TpeboBanuii 0 3amute HHGOpMALKH, He
COCTABJLIIOMIEH  TOCYyNapCTBEHHYIO  TaifHy,  cojepXammefcss B TOCyJapCTBEHHKIX
HHGOOPMAIMOHHBIX CHCTEMax» IUII FOCYNapCTBEHHBIX WH()OPMAIMOHHBIX CHCTEM IO KOTOPHIM

JOY aBnsercs Oneparopom.

B JOV mnomMmMo peamu3aldy OCHOBHBIX MeEp 3aIUTHI HHGOPMAIUH OCYIIECTBISETCS:
—peryJIIpHas OLEHKa U yIIpaBleHHe pUCKaMu HH(GOPMAIIMOHHOM 6€3011acCHOCTH B COOTBETCTBHHU

C YCTaHOBJIEHHBIMH IIPOLEIYypPaMH B obnacth YIpaBJICHUS pUCKaAMU;
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—unopMupoBanue, o0yueHHe W MOBBINeHHe KBammbukanuu paboTHHkoB JIOY B chepe
“HGOPMAIMOHHOM 6€30MacHOCTH;
—METONMYECKAss IIOMOINs paboTHMKaM B Bompocax oOecredeHHss HHPOPMAIMOHHON
0e30IacHOCTH, i
—aHaJTH3 ¥ IOMUCK BO3MOYKHOCTEH 10 TIOBBIIIIEHHUIO YPOBHS 3alUIEHHOCTH HH()OpMAaLHH.
Jns opranmuszamum 3amuTthl uHGopMmaruu, J[OY BIpaBe NPHUMEHATH CPEACTBA M METOMEI
TEXHUYECKOM 3allWThI, NPEANPUHUMATH JpyTHe, He IPOTHBOpEYAllUe 3aKOHOJATEILCTBY
Poccuiickoit @eneparum, mMepbl. B pamkax obecmedeHHs 3aIlUThl HH(QOpPMAIHM, B paMKax
TPYIOBBIX OTHOIIEHHM HEOOXOIUMO O3HAKOMHUTE II0JT POCIHCH PAOOTHHKOB, TOCTYIl KOTODPBIX| K
“HGOPMALIMH OTPAaHUIEHHOTO JTOCTYIIa, HEOOXOIMM I BBIIIOIHEHUSA HMH CBOUX JOJDKHOCTH
06s13aHHOCTeH, ¢ epevHeM HH(POPMAIIMHI OTPAHUYEHHOTO HOCTYIa, U IPHHATEME B JIOY Mepamu
3aIUThl HHGOPMAITHH.

Ocob6eHHOCTH 3aMIUTHI NEPCOHAIbHBIX TaHHBIX
[Tpu oprarmzanuu 06padotku B IOV mepcoHaTBHBIX TaHHBIX HE0OXO0AUMO PyKOBOACTBOBATHES
TpeboBarmamMu DenepanbHOro 3akoHa ot 27.07.2006 Ne 152-®@3 «O mepcoHaNbHBIX JaHHBIXD.
Ilepeuens Mep, BEIIOTHEHHE KOTOPRIX obecrieunBaeT J[OY B kauecTBe 0IIEpaTOpa MEPCOHATBHRIX
TTAHHBIX, TOJDKEH BKIIFOYATH: !
—~nasnavenre B JJOY OTBETCTBEHHOrO 3a OpPraHM3alMi0 06pa0OTKH MEPCOHANBHBIX TaHHBIX;

—pa3paboTKy MOKYMEHTOB, OIPEIEIISIONINX IpaByuia B OTHOIIEHUH 00paboTKH MEpPCORATBHAIX
naHHbIX B JIOVY, TOKaIpHBIX aKTOB IO BompocaMm 00pab0TKK IEpCOHANBHBIX JaHHBIX; |
—IIpUMEHEHHE OpraHU3aIlMOHHBIX M TEXHMUYECKHX MeEp IO 00eCIedeHHIO 6e3onaCHoc1LH
MIEPCOHATBHBIX TaHHBIX B COOTBETCTBHH cO cTaTheit 19 @enepanpuoro 3axona ot 27.07.2006
152 @3 «O mepcoHaNBHBIX JaHHBIX»; —BBIIOTHEHNE TPEOOBAHUM II0 COCTaBy U COAEPIKAHHMIO
OpraHU3aIMOHHBIX M TEXHUYECKHX Mep 10 obecreueHnI0 6€30IaCHOCTH NePCOHANBHBIX JaHHBIX
opu ux o06paboTke B MHOOPMAIMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JAaHHBIX YTBEPKAEHHBIX
ITpuxazom ®CTOK Poccum ot 18.02.2013 Ne 21 «O6 yTBep)KIeHHH COCTaBa M COAEPIKAHIL
OpraHU3aIlMOHHBIX U TEXHUYECKUX Mep o obecreueHuio 0€30IaCHOCTH IePCOHAIBHBIX JaHHBIX
1pa ux 06paboTke B HHGOPMALMOHHBIX CHCTEMaX IEPCOHATBHBIX TAHHBIXY;
—OIIEHKY Bpenia, KOTOPbIM MOXKET OBITh MPHYHHEH CyOBeKTaM NIEPCOHANBHBIX TaHHBIX B CIydae
Hapymenus @enepanpuoro 3akona Ne 152-®3, cooTHOIIEHKE yKa3aHHOTO Bpeia ¥ MPUHUMAEMBIX
OIIEpaTOpOM  Mep, HaIpaBIeHHBIX Ha  obOecleueHWe  BBIIOJHEHHS  OOS3aHHOCTEH,
IIpeRyCMOTpeHHBIX DenepanbHbM 3aKoHOM Ne 152-D3;
—o3HaKoMiieHHe paboTHHKOB JIOY, HEMOCPENCTBEHHO OCYIIECTBIIOMUX 00paboTKy
IIEPCOHANBHBIX JNaHHBIX, C I[IOJIOKEHWSIMHU 3aKoHonaTenbcTBa Poccuiickoit ®enepanuu
IEPCOHANBHBIX [aHHBIX, B TOM YHCJIEe TpeOOBaHUSAMHM K 3all[UT€ [E€PCOHATBHBIX [AHHEL
MOKyMEHTaMH, omnpeneistomuMu tpedosanus JJOY B oTHomeHHH 0OpaOOTKH NEPCOHAIBHE
JaHHBIX U 00ydeHue, Ipd HEOOXOAUMOCTH, YKa3aHHBIX PAOOTHUKOB.
Obecneuenne  0€30MaCHOCTH  NEPCOHANBHBIX  JAHHBIX  JIOCTHTAETCS, B  YaCTHOCTH:
—OIpENEICHAEM YIpo3 W HapylIUTeNned Oe30MacHOCTH IEPCOHATBHBIX MTaHHBIX MpU KX
00paboTke B HHGOPMAMOHHEIX CHCTEMAaX MEPCOHATBHBIX TaHHBIX;
—OIpENEIEHUEM YPOBHSA 3allUINEHHOCTH IEPCOHANBHBIX [AHHBIX B COOTBETCTBHH |C
tpeboBanusmu Ilocranornenus [IpaButensctBa Poccuiickoit @emepanmu ot 01.11.2012 Ne 1119
«O6 yTBepkIeHMH TpeOOBaHUM K 3allUTe IEPCOHAIBHBIX MaHHBIX INPH KX 00paboTKe |B
HH(OPMAIMOHHBIX CHCTEMAaX IEPCOHATBHBIX MaHHbBIX);
—TIPUMEHEHHEM IIPOIIEAIINX B YCTAHOBJIEHHOM IIOPAIKE IPOLEAypy OIEHKH COOTBETCTBHS
CPEZICTB 3aIUThI HH(POPMAIIUH;
—OLEHKOH 3 (EKTHBHOCTH IPHHAMAEMBIX Mep 110 3alliTe MEePCOHATBHBIX TaHHBIX 0 BBOJA| B
5KCILTyaTaluio HHQOPMAHOHHOM CHCTEMBI IEPCOHANBHBIX TAHHBIX;
—BOCCTAHOBJICHHEM IIEPCOHANBHBIX JaHHBIX, BCIEACTBUE IONYUYEHUS HECAHKIIMOHHPOBAHHOTO
70CTyIa K HUM;
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—yCTAaHOBJEHHMEM IIPAaBHJI JOCTyIa K IEPCOHATBHBIM JAaHHBIM, 00pabarblBaeMBIM |B
MH(OPMAITMOHHEIX CHCTEMaX MEePCOHAIBHBIX JAHHBIX, & Takke ODECIeYCHUEM PETHCTPAlUH (1
ydeTa Bcex JIeHCTBHH, COBEPINAEMBIX C IEPCOHATLHBIMY TaHHBIME B MH(POPMAIOHHBIX CHCTEMAX
MIEPCOHANBHBIX TaHHBIX;
—XKOHTPOJIEM 3a IPUHAMAEMBIMU MEPaMH II0 3aIl[UTe NEPCOHATBHBIX TaHHBIX U OIPEJEIEHHOIO
YPOBHS 3aIUINCHHOCTH HH(GOPMAI[MOHHBIX CHCTEMAaxX IIEPCOHANBHBIX ITAHHBIX B IIPOLECCE g€
SKCILITYaTaI[{H. 5
D OCHOBHBIE TPEBOBAHWMA K MPOLECCAM OBECIIEYEHHA
NHO®OPMAIIMOHHOM BE3ONACHOCTH
MeTonuueckoe pyKOBOICTBO, pa3pabOTKy pEIICHHH IO 3auTe MH()OPMAIMH, COTrNIaCOBaHME
BBEIOODPA CPENCTB BEIYUCTUTETbHOM TEXHUKY, IPOrPaMMHBIX ¥ IIPOTPaMMHO-aIapaTHBIX CPENCTB
3amMTE HHQOPMALIUH, OPTaHH3AII0 PA0OT MO BBIIBIECHHIO BO3MOXKHOCTEH U MPEIYIPEKICHUFO
YTEUKH ¥ CBOMCTB 3AIWINAEMOM HH(OPMAIMH, ATTECTANMIO OOBEKTOB HMH(MDOPMATH3AIHH
OCYIIECTBIIAIOT COTPYAHUKH IOV (yIOTHOMOYEHHEIE).
dusznyeckas 6e30MaACHOCTh

IIpHHATHIE OPraHA3AIMOHHEIE ¥ TEXHUIECKIEe MEPHI 10 3amuTe nomemenut JIOY, cepsepHoro u
KOMMYTAIHOHHOTO 00OpyIOBaHMS, aBTOMATH3MPOBAHHBIX pabodhMX MECT MOJb30BATENIEH
napopManmonHslx cucteM JIOY  obecrneuwBaOT peaqmM3alldio  CIEAYIOIHMX MEp IIO:
—pasrpaHHyYeHuo HocTyma paboTHHKOB B noMemeHnus JIOY B COOTBETCTBHH C HX
TIOJTHOMOYHSMHE U JOJKHOCTHBIMU O0S3aHHOCTSIMH;
—perucTpanuy (GaKTOB BXona pPabOOTHWKOB B IOMEINEHHS B KOTOPHIX BemeTca 0OpaboTka
MIEPCOHANBHBIX JTaHHBIX;
—KOHTPOJIMPYEMOMY MpeObIBaHMIO TOCTOPOHHMX JUIl B JIOY B IOMEIIEHHS, B KOTOPBIX BEACTES
obpaboTka wuHGMOpPMAIWK OrPAaHWYEHHOTO MJOCTyNla M pPa3MEINEHBI amlllapaTHBIE CpelcTBa
HHGOPMAIIMOHHOH CHCTEMB],

—OpraHU3alliyl PEXHMa KOHTPOJMPYEMOTO BHOCA/BBIHOCA CPEICTB 00paboTKM HH(OpMaIy
[Tomemenust JIOY momKHBI OBITH 000pyIOBaHEI NJETEKTOPAMH OTHS M JbIMa, OTHETYIIUTEISIM
CHCTEMAMH KOHIHUIIMOHHPOBAHUS BO3IyXa, CPEICTBAMU OXPAHHO-II0KAPHOW CHTHATHM3AITHH.
OCHOBHOE CepBepHOE M KoMMyTanuouHoe obopynoBanue JJOY MOMKHO OBITH 3AMIMINEHO OT
mepeboeB B TMojade SJIEKTPOIHEPTHH ITyTeM IOIKIIOYEHHS K JJIEKTPOCETH C MPUMEHEHHEM
WCTOYHHKOB OecrepeOOWHOr0 NHTAHWA W DPE3epPBHOTO Au3elb-TeHeparopa. Mcrounuku
OecriepeOOotHOr0 MUTaHMI HEOOXOIUMO PETYIISIPHO TECTHPOBATE U IIPOBEPSTH YIIOJIHOMOYCHHBIM
paboraukamM JIOY B COOTBETCTBHHM C pEKOMEHJANUSIMH Ipou3BoguTens. IlopraTtuBHEE
TEXHUYECKUE CPENCTBA HE JOJDKHBI OCTABATHCS 3a IpefielaMu KoHTponupyemMoi 30Hb1 JIOY 6g3
KOHTPOJIS cO CTOpoHEI paboTHUKOB [JOVY.
Be3zonacHocTh Ha paGodyem mMecTe
3ampermaeTcss BECTH 3alWCh Iapojie B OTKPBITOM BHIE Ha MaTe€pHalbHBIX HOCHUTEIA, 3a
HCKIIFOYEHHEM CIIyYaeB, periaMeHTHPOBAHHBIX METOMOB XpaHEHHs. JIOKyMEHTHI M HOCHUTEIH| C
uHbOpMaIKell OrpaHMYEHHOr0 JOCTYIA JO/DKHEI yOHPaThCs B ONedaThlBacMble MecTa (CeHE,
mKkagsl ¥ T.0L), Ipd yXxome ¢ paboduero Mecra. Ha aBTOMaTH3MpOBaHHOM pabo4eM Mecfe
[Tons3oBaTens pabouas ceccus IO/DKHA OBITH TpepBaHa, paboumit cTon 3abmokupoBaH. Bxon
TOJIB30BATENS B CHCTEMY HE JOJDKEH BEIIONHITHCS aBTOMAaTudeckd. JIOKyMEHTEI, COIEpIKalie
HH(GOPMAITHIO OTPAHWYCHHOTO JOCTYTIa, MOJDKHBI cpa3y U3bIMaThCs M3 IEYaTAIOIIUX YCTPOUCTB.
Jns yTumm3aimui KOHQUACHITHATEHBIX TOKYMEHTOB, JOJDKHBI MCIIOJIB30BAThCA YHHYTOKUTEN
JOKYMEHTOB HE HIDKE 4 YPOBHS 110 CTaHAAPTy O0€301IaCHOCTH, IPUMEHIEMOMY K YHUYTOXKUTEIIM
TOKYMeHTOB. IIpy HCIIOIb30BAHNM MOOHIIBHEIXK TEXHHUECKHX CPEICTB HEOOXOMMMO cobmonars
TOTIONTHUTEbHBIE MEPHI TI0 PErIaMEHTAIMA U KOHTPOJIIO HCIIONB30BaHHA B MHPOPMALHMOHHON
crcTeMe MOOMITBPHBIX TEXHUIECKHUX CpencTB. Haxo)keHre npeacTaBuTee IOpuIMIECKUX JIUIL B
pamKax HCIIOJIHEHHMS JOTOBOPHBIX 00S3aTeNIbCTB B MIOMEIIEHUSIX B KOTOPBIX BeIeTcs 00padboTka
HHQOpPMAIIUH OTPAHWYCHHOTO [OCTyNna HHGOOPMAIMOHHOM CHCTEMBI, BO3MOXXHO TOJIBKO |B
compoBoxaenur pabotuuka JOY momymieHHOro a0 00paboTKH TakoH HMHQOpMAaIHH.
Pasmermenne TeXHUUECKUX CPENCTB BBIBOJa HH(opMaruy B momenieHusx JJOY mpoussonurcs ¢
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YUETOM HCKIIFOYEHHS] BO3MOKHOCTH BH3YaIbHOIO IIPOCMOTpa HH(DOPMAIMH ITOCTOPOHHUMH
JUIlaMH U pabOTHHKAMH, He JONYIIEHHBEIM K paboTe ¢ maHHOMW mHpopMmanued. Texumdeckie
CpeAcTBa NOJDKHBI pa3MeEIIaThCcsi U XPaHUTHCS TaKUM 00pa3oM, YTOOBI COKPATUTH BO3MOXKHEIHA
PUCK IIOBPEXICHHS ¥ YTPO3BI HECAHKIIMOHUPOBAHHOTO IOCTYIIA.
TexHu4ueckoe o0cTykKUBaHUE 000PYI0BaAHUS

Texauueckue cpeacrsa JIOY [OMKHBI NPOXOAMTH HA PETYJIIPHOH OCHOBE CEPBHCHOE
00CITy)KUBaHHE B COOTBETCTBHH C PEKOMEHIAIMSIMU NTPOU3BOAUTENEH 000pyIoBaHuI. PeMOHT 1
CEpBUCHOE 00CITy KHBaHHE 000y IOBAHUS TOJDKHBI BBIIOTHSITHCS TOJIBKO KBATH(QUIHPOBAHHBIMH
crenuanuctamMu. TexHuueckoe 00CITy)XHBaHHE 000PYIOBAHUS CTOPOHHUMH OPraHHU3AIUIMHU e
JOJDKHO IIPABOJUTE K PUCKY HapylleHHUsI KOHGHISHIUATBHOCTH 3aIlUIIaeMoi HHPOPMAITiH.
B3anmopeiicTBHe ¢ TPeTbHMH JHIIAMH !
B nemax obecneuenus naopmanuonHoi 6e3onacuoct IOV npu B3auMoIeHCTBUH C TpeTBI/II\/;ﬂ/I
JHILAMH JOJDKEH BBITONHATH CIEIYIOLIHE MEPOTIPHUSITHS T10: |
—3aK/IOYEHHIO COIVIAIIEHWs O HepasrjalmeHuu WHQOpMaluu OrpaHHYEeHHOIO JOCTylia
IIOJIy9EHHOH B XOZI€ UCIIOJIHEHHUS JOTOBOPHBIX 00513aTENbCTB;
—OCYIIECTBICHUIO KOHTPONIA 3a AEUCTBUSAMM IIpEICTaBUTENEH KOHTPAareHTOB B IpENenax
KOHTposmpyemoi 308561 JIOY.

YnpagJ/ieHue ;KH3HEHHBIM IHKJI0M HHGPOPMAIIMOHHBIX CHCTEM
MepompusaTus B Ipoliecce XKU3HEHHOTO Iukia HHpopManuoHHbX cucteM JIOY MOIKHBI OBITH
HalpaBJIeHBl Ha oOecledeHue 3alluThl MH)OpMAalUU MU BBOJE B ACHCTBHE, SKCILIyaTaIlWy,
COIIPOBOXKAECHUH W MOJIEPHHU3AIUH, BBIBOJA M3 SKCIUTyataruu. OCHOBaHHEM IIpu paspaboTke
HHGOPMAIHOHHBIX CHCTEM IOJDKHBI SBISTHCS PEIICHHUS MPUHSTHE HA CTAIUH (HOPMHPOBAHMS
TpeboBaHUH, cofeprkalire TpeOOBaHUS B TOM YHCIIE [0 CHCTeMe 3amuThl nHopmaiuu. Jlrobpe
IUIAHUPYEMOE K BHEAPEHUIO M3MEHEHHe WH(GOPMAlMOHHOM CHCTEMBI NPENBAPUTENHHO TOJIXKHO
OBITH MPOAHANM3UPOBAHO Ha COBMECTHMOCTh M OTCYTCTBHE HapyIIeHHH pabGOoTOCIOCOOHOCTH
CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPE/ICTB 3aIIUTHI HHPOpMarmu. PaboTs! 10 MoepHHA3AIHA
HH(QOPMALMOHHOX CHCTEMBI, B TOM 9YHCJIE II0 YCTaHOBKE MPOTPAMMHOIO OOECIEUeHus |u
OOHOBIICHHHM, IOJDKHEI IIPOBOIUTECS B Hepabouee BpeMsi WM BpeMs HaWMEHbINEH paboueit
Harpy3ku. [Ipu BBIBOZIE M3 SKCIITyaTanuy WHGOPMAITMOHHBIX CHCTEM IOJDKHO 00EeCIeurBaThEs
rapaHTHPOBAaHHOE yHaleHHe oOpabaTeiBaeMON U XpaHUMOW B HHX HWHOOPMAIHH |C
HCIIOJIb30BAHMEM CPENCTB TapaHTHPOBAHHOIO YHHWYTOXECHHS WHGOPMAIMH WM IIyTEM
(pU3MYECKOro YHHYTOXEHHS HOcuTesei wHdopMmanuu. Bee mponenypsl 00eceYeHns 3aIuThl
uH(opMaluy, ycraHoBieHHbIE B JIOY B OTHOIIEHMH MH(DOPMALMOHHBEIX CHCTEM, MOJDKHBI
BBINIOJTHATECS X KOHTPOJIMPOBATECS OTBETCTBEHHBIMH JIMI[AMH 332 OPTaHU3aIHi0 padoT o 3aIuTe
uH(pOopManuu.

KonTpoas nocryna k ungopManuoHHLIM cHCTeMaM
Bee paGorauxu JIOVY, momymenHsle K paboTe ¢ HHGOPMAIHOHHBIMHM CHCTEMAMH HECYT
MEPCOHANBHYI0 OTBETCTBEHHOCTH 32 HApYLIEHWUS YCTAHOBIEHHOTO MOpSAKa 0OOpaboTKH
uH(OpManun. YpoBeHb IIOJTHOMOYHH MOJB30BaTells B uHGopMarmonHoi cucreme JJOY nomken
OIIPENIENIATECS B COOTBETCTBUH C €I0 JOJDKHOCTHBIME 00s13aHHOCTSMHE. J[0CTyIm mosib30BaTe e K
uHGopManoHHEIM  cucteMaM  JIOY  momKeH — KOHTpOJMPOBAThCA — aIMHHHCTPATOPQM
HHQOpMAMOHHONH  cuCTeMBl.  OCYINECTBIEHHE  PETYJSPHOTO  KOHTPOJISA BBITIOJTHEHHS
OpraHM3alMOHHO-PACTIOPSAUTENBHEIX JIOKYMECHTOB, KACAIOIMXCS PETJIaMEHTAllud  JOIycka
paborauKOB JIOY K HHOOPMAIHOHHBIM CHCTEMAM. '
HnenTudukanus u ayreHTHGHKANUA

Hoctyn nomp3oBartenel kK HHOOPMAIMOHHEIM CHCTEMAM JOJDKEH IIPEIOCTABIATECS TOIBKO MOCTe
YCIEUTHOTO 3aBepPIIEeHHUs UACHTU(DUKAINH, ay TeHTHQHKAIHK. [0/IydeHue m0Ip30BaTeIeM HMEHH
B MH(OPMAIMOHHOH CHCTEME U IapoJisi, KOTOPBIE 00ECEYMBAIOT NOCTYI K MH(OPMAIHOHHOMH
CHCTEME, JODKHO OCYIIECTBISTHCS [0 TPENCTABIEHHIO DyKOBOAMTENS CTPYKTYPHOIO
[0 pa3IeIICHHUSI.
Yupasienue goctymom




B JIOV [omKHO OCYINECTBISTECS YIpaBICHHE HOCTYIOM K HHOOPMAIMOHHOH CHCTeMe
TTOCPENCTBOM DPEANM3al[il HEOOXOIUMBIX METOJOB, THIOB M IPABHJI pa3rpaHHYEHHs OCTYIIa
nojp30BaTeNisiM uHpopMartuonuoit cucteMbl JIOY. B ToMm umcie obecliedeH 3amuIneHHBIH
VIJIEHHBIH JOCTYII CyOBEKTOB OCTyIIa K 00BEKTaM JOCTyIa Yepe3 BHEIIHHE HH(OPMAIHOHHP-
TEJIEKOMMYHHUKAITUOHHEIE CETH.

bezonacHocTh pH pa6oTe ¢ HOCHTENAME HH(POPMAITHH
Paborauku JIOY HOMMKHBI HCIIOJB30BaTh TONBKO YYTEHHEBIE CHEMHBIE MAIlMHHBIE HOCHTENH
HMH(QOpPMAIMK A7 BBITOJIHEHHUS CBOMX JODKHOCTHEIX 00s3aHHOCTEH. Mcmons3oBanue CT:CMHH,[X
MAIMHHBIX HOcHTened mH(opMmaruu B JJOY B MHBIX IIEIIX CTPOro 3ampereHo. CheMHEHE
MalllMHHBIE HOCHTENM MHGOpPMAaluKM IODKHBI XpaHWUTCS B OleYaThIBAaeMBIX Mmikadax, |B
OMEIIEHNAX B KOTOPBIX TIPedycMOTpeHa 06paboTka HH(GOpPMALMH OrpaHHYEHHOTO JOCTyIa. B
Cllydae KpaX WM HOTEPH CHEMHOTO MAIIMHHOTO HOCHTENs HHGOPMAIMH, & TAKKE HHBIX
HHIUJCHTOB, KOTOPLIE MOI'YT IIPUBECTH K HApyIIEHUIO CBOWCTB MHGOPMAIMH OTPAHUYEHHOIO
JOCTyIIa, JOJDKHEI IIPOBOAUTHCS MEPOIIPHSITHS 110 PACCICIOBAHUIO TAKUX HHIIHIEHTOB. |
IIpu BEIBOJE M3 3KCIUIyaTallid CHEMHOTO MAIMMHHOTO HOCHUTENS HH()OpMAIWM, BCe NaHHEIE,
XpaHSIIUECs HA HEM, JTOJDKHEI OBITh YIaJIeHBI ONIpENeNeHHONH KOMUCCHeEH 13 "ucia pabOTHHKOB,
CPEeACTBOM rapaHTHPOBAHHOI'O YHUUTOXEHUS HHPopMaruu. DakT yHHYTOKEHUS HHPOPMAITHH I1a
CbEMHOM MAalllMHHOM HoOcHTele uHpopManud (QUKCHpPYeTCs B akTe 00 YHHYTOKEHHH
HH()OPMAIMH CO CBEMHOTO MAITHHHOTO HOCUTENS HH(QOPMALIHH.
Perucrpanus co0bITuii

B IOV nmomxHa OCYIECTBISTBCS PETHCTPAIME COOBITHI O€30IaCHOCTH Ha BCEX KOMHOHeHTax
nH(opmanuoHHEIX cucTeM [JOY, B KOTOphIX 06pabaTsBaeTCs 3aIuInaeMas HHQOPMAIHS. f
AHTHBHpYCHAs 3aIHTA |
B nensx o6HapyXKeHHS W yCTpaHEHUs BPEIOHOCHBIX IporpaMm B JIOY HOIDKHBI HCIONB30BATHES
CPEICTBa AHTHBHPYCHOH 3ammuThl HHPOpManuu. OOs3aTeTbHOMY KOHTPOJIO CPEACTBAM
AHTHBHPYCHOH 3aIlUTHl MHOOpPMAIMKM NOJDKHA IMOMIEXaTh Jirobas uHdopManus (TEKCTOBEIE
aiiier OOBIX GopMaToB, dailIsl JAHHEIX, HCIIONHAEMBIE (GaiIbD), ToMydaeMas U TIepeIaBaeMast
IO JIOKATbHOH BEIYMCIMTENBHOM CETH B TOM UYHCIIE M CETAM OOIIEro IOJIh30BAHHUS, 4 TAKkKe
uH(pOpMaNHs, XpaHHUMas Ha CHEMHBIX MAINIMHHBIX HOCHTENSX MH(pOpManuu. IIpH ycTaHOBke
IPOTPAMMHOIO OOECIEUeHHs HIM ero OOHOBICHHsS HA CeBepHOe O00OpyIOBaHME MOJDKHA
aBTOMATHYECKH BBIIOJIHATHCS IIPEIBAPUTENbHAS IPOBEPKA JAHHOTO IIPOTPAMMHOI0 o6ecnequ§m
Ha OTCYTCTBHE BpPEIOHOCHOrO MporpaMMHOro obecneudenus. OOHOBieHHe 0a3 CHTHATYD IS
CpencTBAa AHTHBHPYCHOM 3allMThl WHGOPMAIUK JOJDKHBL OOHOBIATHCS — €XKEIHEBHO.
[Tonp3oBarenu 6e3 ImpaB aaMUHHCTPaTOpa HHGOPMAMOHHOM cructeMbl JJOY He TODKHBI HMETh
BO3MOJXXHOCTb IOJTyYSHHMS JOCTyIa K KOHQHUTYpAIlUH aHTHBHPYCHOTO CPEICTBA 3aIlUTHI HIIH €10
OTKJIFOUEHHS.

KonTposs 3amumeHHocTH MepcoHaIbHBIX JaHHBIX
B memax HCKIIOYEHHs SKCIUIyaTallMd ysS3BUMOCTEH IPOrpaMMHOTO OOECIEUYeHHS NODKHEI
IPOBOJMUTCSA pabOTHl IO BBIIBICHHIO, AHATU3Y YSI3BUMOCTEH MH()OPMAIIMOHHOH CHCTEMEI |1
OIIEpaTHBHOE YCTPAaHEHHE BHOBb BBIABIEHHBIX YSI3BUMOCTEH. B TOoM umcie opranmsaiims
KOHTPOJISI yCTaHOBKM OOHOBIEHMS IIPOrPaMMHOIO OOeCHedYeHHs BKIOYas CPEICTB 3allHTbI
HHpOpMAIIHH.

HMcmoib30BaHNe MPOrpaMMHOIo ofecredeHus
Beibop mporpamMmHOro obecmedeHus IS TPOU3BOACTBEHHBIX Hyxn JOVY ztomlcq:H
IIPOU3BOIUTECSA B IPHOPHTETE K OTEYECTBEHHOMY, BHECEHHOTO B ENWHEIA peecTp pOCCHHUCKHX
IPOrpamMM [JIsl 3JIE€KTPOHHBIX BLIYMCIUTENBHBIX MAllHH U (a3 JaHHBIX. B ciayuae OTcyTCTl;];H
aHayora B EMMHOM peecTpe poCCHUCKUX IIPOTPAMM ISl 3IEKTPOHHBIX BEUHCIHTENBHBIX MAIITHH
¥ 0a3 JaHHBIX [ONMYCKAeTCs MCIIONB30BaTh IPOrPAMMHOTO OOECTIEYeHHE HMIIOPTHOI'O
IIPOM3BOJICTRA. ;
Hcnonb3oBanne cpencTB KpunTorpaduaeckoi 3amuThl HH(GOPMALHH |
ObGecrieuenne 3amuTE HHGOPMAIMK OTPAHAIEHHOTO JOCTYNA OT PACKPHITHS, MOIH(HKALAA| 1
HaBSA3BIBAHHS (BBOIA JIOXKHOM MH(OpManuu) npu ee mepemade (IIOATOTOBKE K Iepenade) IIO




KaHAaM CBS3M, HMEIOMIMM BBIXOZ 3a IpEeIelbl KOHTPOIHPYEMOH 30HEI OOECHEeUUBACTES
IIPUMEHEHHMEM CpPENCTB Kpunrorpadumdeckoil 3ammuTel HHGOpManuu. IIpuobpeTeHue CpencTs
kpunrorpaduueckoi 3amutel nHGopManun JJOVY ocymecTBiseTcss Ha OCHOBaHUH JOTOBOPOB|H
KOHTPAaKTOB C JIMI[AMH MMEIOIMUME AeiicTByomyto unensuio @Cb Poccun Ha OCYINECTBICHHE
JeATENBHOCTH 1[0  pa3paboTKe, IPOM3BOACTBY,  PACIPOCTPAHEHMIO  MH(PPOBAIBHKIX
(kpurrorpaguIeCcKux) CpeACcTB, HHHOPMAIMOHHBIX CHCTEM M TEJIEKOMMYHHKAI[MOHHBIX CHCTEM,
3AIAIEHHbIX C UCIIOIB30BAHHEM MU (POBANBHEIX (KPHITOrpaduueCcKrX) CPEACTB, BEIIONHEHHIO
paboT, OKa3aHMIO yCIyTr B 001acTd mMu(poBaHUs HHYOPMAIHH, TEXHUIECKOMY 06CJ1Y)KI/IB8.HI/I'[EO
mupoBadbHEIX  (KpHITOrpadHUecKuX)  TENEKOMMYHHKAIIMOHHBIX  CHCTEM,  CPEICTB,
MHOOPMAIMOHHBIX ~ CHCTEM W  3aINUIIEHHBIX C  HCIOJh30BaHHEM 1 POBATHHEIX
(kpunTorpa@HUecKmX) CPEICTB (3a MCKIIOUEHHEM CIydas, €Clli TEXHHYECKOe OOCIyKHUBaHIIe
mHGpOBABHEIX  (KpHUITOrpadMueckux)  TEIEKOMMYHHKAIIMOHHBIX  CHCTEM,  CPEJCTB,
¥HDOPMAIIOHHEIX ~ CHCTEM W  3AlMIICHHBIX C  HCIONBb30BAaHHEM  IH(POBAIBHEX
(kpunTorpadQM9ecKnx) CpEICTB, OCYLIECTBISETCS UL OOecredeHHs COOCTBEHHBIX HYXA
IOPHIMYECKOTO JIMIA WM HHIABUIYATEHOTO [IPeIIPUHAMATEIS). !
B memsX oOpraHM3aUMH ¥ OOeCTedeHMH mepefaudl HHGOPMAlMM [0 KaHANAM CBS3H |C
HCIIOIB30BAHMEM CPEICTB KpHNTOTpaguueckoil 3almuTel HHGOPMAIMH, a TaKKe anonHeHﬂ]m
THIEH3MOHHEIX Tpebopanumii @CB Poccun B JIOY 1momkeH OBITH CO3aH  OpraH
kpuntorpapuaeckoi 3ammThl. [Toprampusie pemenus JJOY ¢ BO3MOXKHOCTBIO JIOCTYIA C CET¢H
00IIETrO IONBE30BAHUS MOJDKHBI B IIPHOPUTETE pa3pabaThIBaThCs C OpraHM3alluel 3aIMUIICHHOIO
KaHaja mocpeactsoM mpotokona TLS ¢ mommepxkoit anropurmos I'OCT 34.10.
Ucnonb3oBanue 31eKTPOHHOH MOYTHI

DNeKTpoHHAsd MouTa OO/DKHA HCmoib3oBarkess B JIOY ¢ Ienplo OopraHuMsamuu oOMmerna
SIEKTPOHHBIMH  COOOINEHMAMH MeEXTy pabOTHHKaMH U CyOBekTaMH HH()OPMAMOHHOH!
Oe3omacHOCTH.

[Tpu UCIONIE30BaHUH SNIEKTPOHHOHN IIOYTHI 3aIIPEIaeTCs:
— 0OMeH uHbopMaIme IS CITy)eOHOTO MOJIb30BAHMS, a TaKXKe HHPOpMalueH OrpaHAYEeHHOT0
IOCTYyTIa;
— MpenoCTaBlIeHHe IOCTYIa K IEKTPOHHOM MOYTE C UCIIOJIB30BAHUEM JaHHEIX CBOEH y4YETHOH
3aIMCH TPETHUM JIHIIAM;
— IyOJHMKAaIHsI CBOETO CIIyEeOHOTO ajipeca 3JIeKTPOHHOU IOYTHI B 3JIEKTPOHHBIX Karajaorax, Ha
TIOMCKOBBIX MallTUHAX U IPYTHUX pecypcax ceTu MIHTepHET B IENAX, HE CBA3aHHEIX C HCIOIHEHHUEM
CBOMX JOJDKHOCTHBIX 00sI3aHHOCTEH;
— TIOJIITKCKA IO 3JIEKTPOHHOM MMOYTe Ha Pa3/IMUHbIE PEKJIaMHbBIE MaTe€pHalbl, IUCTHI PACCHIIKH,
3JIEKTPOHHBIE XyPHAIBI U T.I., HE CBSI3aHHBIE C BBHINIOJIHEHHEM II0JIb30BaTENIEM IODKHOCTHHIX
00s13aHHOCTEI;
— OTKpHITHE (3aIlyCK Ha BEIIOIHEHHE) (aiiIoB, HOTYYEHHEIX IO 3IEKTPOHHOM IMOdTe MM Hi3
pecypcoB cetu MuTEpHET, 6€3 IMpeaBapUTeIbHON IPOBEPKU UX aHTHBUPYCHBIM IIPOrPaMMHBIM
o6ecIeueHHEM. {
Pa6ora B ceTsx obmero moms3obamus JIOY ocTaBnseT 3a coboif mpaBo GIOKMPOBATH KM
OrpaHUYUBATh NOCTYN pabOTHHKAaM K CETSM CBsS3H OOINEro IOJb30BAHHS, B TOM YHCIIE ce%n
ViaTepHET, CONEp)KaHHE KOTOPEIX HE MMEET OTHONIEHHS K MCIIOJHEHHIO JIOJDKHOCTHBIX
00s13aHHOCTEH, a TakKe K HHOPMAI[MOHHEIM PECYPCaM, COAEPKAHUE U HATIPABIEHHOCTH KOTOPH
3allpelIeHbl  3aKoHoJaTenbcTBOM Poccuiickoit @enepanuu. WubopMmanus o MOCEIacMBbIX
pabotHukamu JOY uHGOPMAIHOHHBIX PECYyPCOB IPOTOKOIUPYETCS IS MTOCIEIYIOMEro aHaIru3a
¥, Tpd HEoOXOAMMOCTH, MOXET OBITh IIPEeICTaBleHa PYKOBOAWTENSIM CTPYKTYpPHBIX
noJpa3aencHui, a Takxe pykoBogutento JI0Y s KOHTPOII.
[Ipu ucnonszoBanuu cetr HTEPHET 3ampeIneHo:
—HCIIOoNb30BaTh mpenoctaBieHHbd JIOY gpoctyn B cethb MHTepHET B JWYHBIX IEJSIX;
—HCII0Nb30BaTh HECAHKITMOHUPOBAHHEIE MPOTpaMMHEIE M IIPOTpaMMHO-aNapaTHbIe cpeﬂcma,
II03BOJLIIONIHE [TOJIyYUTh HECAaHKIIMOHUPOBAHHEBIN TOCTYII K ceTH MHTepHET;
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—IyONHKOBaTh, 3arpyxare H PaclpOCTpaHiTe MaTepHaNbl COAEpIKAIIHE HCI[OCTOBepHyLQ
aE@opMano o JIOY, a Taxke danecudunupoBats cBoit IP-ampec. '
PesepBHOe KonHpoBanue u BOCCTaHOBJICHHE JAHHBIX
OcymecTerenue pesepsroro KOIMPOBAHMS OJDKHO OCYIECTBIIATHCS IS
—HHQOpMAaIHH oOpabaTbiBaeMoii Ha daitmosom CepBEpe ®  cepBepe HpHJonceHH;ﬁ,
HH)OPMAIMOHHOIT CHCTEMEL; ]
—pabouux mect aIMMHHCTPATOPOB HHGOPMAIMOHHON CHCTEMEL !
HactoTa ®w pexum PC3EPBHOTO  KOIMPOBAHMS yCTAHABIHBAIOTCS TAKHM obpa3zom, "-ITOdlbl
odecneynTs MHHUMAJIBHYIO IIOTEPI0 IAHHBIX U OIIEPaTHBHOE BOCCTAHOBIICHHE., Hactpoiika
DE3CPBHOTO KOIIUPOBAHHUS ¥ BOCCTAHOBIICHHS PECYPCOB HHOOPMALMOHHBIX CHCTEM HOY nomxHel
IPOBOMMTE  YIONHOMOYEHHBIE pPaGOTHHKH HOVY.  Pesepsroe KOIIHPOBaHHE /:[ommf[o
OCYIICCTBIIATECS B aBTOMATHYECKOM PeXHME C  OpUMEHEeHHeM OTEYECTBEHHOTO
CICHHATM3UPOBAHHOTO CpECTRA PE3€PBHOTO KOIMPOBAHHUS C NEHCTBYIOMMM cepTaduKaTom
COOTBETCTBHS IT0 TPeOOBAHKAM 6e30aCHOCTH uHpopmarr OCTIK Poccnu.
6 OCHOBHBIE TPEBOBAHUS K ITPOITECCAM VIIPABJIEH
HH®OPMAITMOHHO BE3OITACHOCTBIO {
Monuropusr urdopmarmonuoi OesonacHocTH '
Ha nocrosmmo#t ocrose nomxen IIPOBOZNUTHCA KOMIUIEKCHBIH AHAIH3 (I)YHKHHOHI/IpOBaHIjIH
HH()OPMANHOHHOM CHCTeMEL HOY u Bosuukarommx cobpiTumii HHGPOPMAIHOHHOM 6630H&CHO0T{.
H

CIIEAYIOMIMX IPHHLIAIIOB: II
—HEC HapymaTh QyHKIMOHUPOBAHNE NESTEIEHOCTH HOV: |
—[CHUCTBOBaTb B COOTBETCTBHH C YTBEPXKICHHBEIMHU OpFaHHBaI_IPIOHHO-paCHOpH,Z[I/ITeJIBHBH\?H
Aoxkymentamu JIOY mo 3amure HHpOpMaIHy; ‘
——He CKPBIBATH (haKTHI BBIABICHHBIX COOBITHIL HH(POPMAHOHHOMH OesomacHocTH; §
—o0odopMILITE OTHETHI, TOATBEPXKIAIONINE BBIIOMHEHHE MEPOIIPHATHI IO 3amuTe HHpOpMaIHy.
Mupopmanus, monyuennas s XOZie IPOBENCHHS KOHTPOIMPYIOIIHX MEPOIIPUATHIH O ﬂeI?ICTBHﬂF(,
COOBITHSX ¥ mapamerpax, MMCIOIUX OTHOMIEHHE K PealH3alyy Mep IO 3aluTe HHbOpManmH,
AOIDKHA  KOHCONMMAMPOBATECA M XPAHUTHCS B MECTaX, HCKIOYAIOIIMX TONydYeHHE K HeH

MCXaHHM3MOB HACTPOMKM M aymuTa COGLITHH B [IPOTPaAMMHBIX H IPOTPaMMHO-aIIapaTH
CPCICTBAX, UCTOJIB3YEMEIX B HH(OPMAHOHHO] uHppacTpykType JJOV.
Yupag.ienune puckamu

SAMHINCHHOCTH UH(POPMALHOHHEBIX CHCTEM JOV.
Yupasienne nanunentavu HHpopManHoHHO# Ge30macHoCTH ,
Hns obecnedenms a3 dexTHBHOTO pasperrers HHIHAEHTOB HH(POPMALMOHHOM OesomacHocTy B
HOY, MunmMuzanun TIOTEPE W YMEHBINEHUS] PUCKA BOZHHKHOBEHHS TIOBTOPHEIX WHITHICHTOB
AOJDKHO OCYIIECTBIIATHCS yIpaBIeHHE VHIMICHTAMH HH(BOPMAIMOHHO Ge30IacHOCTL. ﬂiﬂ
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YIPABJICHHS MHIMIEHTAME HH()OPMAIMOHHON 6e30MacHOCTH TOIDKHA ORITE co3/aHa cnyxcf‘}?a
MOHUTODMHTA M DPEArHpOBAHUA HA HHIMIACHTH HH(DOPMAIHOHHOMN Oe3omacHocTy, KOTOpAS
[TOCPENCTBOM KOMILIEKCA CPENCTB M MEPOIPHUSTHI I cOopa 1 KOHCOMHAamY HEHGOPMAHY 06
HHOUNEHTaX pellaeT JaHHyIO 3aqady. B OTHONmEHHWH KaXIoro IPOM3OINEAIIETO HHIUACHTA
pabOTHHKAMH W3 CIIYXGbI MOHHUTOPHHTA W PEarHpOBaHUS HA WHIMIEHTHI HH(}OPMAIHOHHOH
0€30MaCHOCTH OKEH BBITOMHATHCS €ro aHaIN3, U pa3paboTka 3 GeKTHBHEIX Mep pearupoBamis
Ha TaHHBIN WHIUICHT. |
AyIMT cHCTeMBI 00ecniedeHHst HH}pOpMaNHOHHOI Ge30macHocTH |
B menax omenku Texymero YPOBHsI MHDOPMANHOHHOH 6e30IacHOCTH MOV Ha perynaproit
OCHOBE 0/DKEH MPOBOIUTHCS Ay TUT HH(OPMAIIHOHHOM 6€30MaACHOCTEL f
BHyTpeHHHE ayuTHI HODKHBI BBIIOTHATECS pabotHuKamu JJOY. |
B umcno 3amau, pemmaemerx IIpH TPOBENEHHH BHYTPEHHUX AYIHTOB HH(bopMauHOHH(ﬂﬁ
0e30I1acHOCTH, BXOIAT: |
—C00p ¥ aHANW3 HCXONHBIX NAHHEIX 06 OPraHu3allMOHHON W (YHKIHOHAIBHON CprKTy].L)e
MH(OPMAIIMOHHEIX CHCTEM, HeOOXOIUMbIX IUIL  OLCHKH COCTOSHHS CHCTEMEI 3amn1151
uHpOpManuy; ‘
—AHAM3  yTBEPXKIEHHBIX  OpPraHM3allHOHHO-PACIOPSAATEBHEIX JNOKYMEHTOB II0 3aliufe
HHQOpMAIlMH HA NpeIMeT WX MONHOTH K shdexTHBHOCTH, a TaKKe Gopmuposaniie
PEKOMEHTIANHAH 110 UX TOPpabOTKe WK paspaGoTKy HOBBIX;
—o00CHOBaHHE (HUHAHCOBOI 3¢ (QEeKTHBHOCTH BHOBB NPUOOPETAEMBIX CPENCTB  3AINUTEI
uHGopManyy;
—1IPOBEPKa IIPaBATLHOCTH BEIOOPA H HACTPOMKY CPEICTE 3aITHTHL HHpOpMAaIWH, (I)OpMHpOBaHI-;er
TIPE/UIOKEHUH TI0 UCIIOTB30BAHUIO HMEFOIIHXCSI CPEICTB 3aIUTHl HHPOPMAIIUY IS HOBBIIIEHHS
YPOBHS HANEWHOCTH 1 0€30MaCHOCTH HHDOPMAMOHHEBIX CHCTEM H0Y; |
—AHAM3 OTYCTOB II0 MPOU3OIIEAINNM WHI[UIECHTAM HH(OPMALHOHHOH Ge30macHoCTH 1
HPHHSTBEIM MEPaM 110 HX PaspeleHHIo. |
IloBrImenune ocBeqoMIEHHOCTH paboTHHUKOB |
B pamkax opranmsaruu xommiexcroro IIPOTHBOJCUCTBHS YIpo3aM 6e30MacHOCTH HH(pOpMaITHH,
HCXOMAMHM OT paboTHuKoB JIOV NOMmKHA MOCTOSHHO MHOBBINATHCS HX OCBEIOMIICHHOCTE | B
00JaCTH 3aIuTEI uHbOpManuy. ;
IloBEIIeHHE OCBENOMITEHHOCTH pabotrmkoB JIOVY ocymecrtausercs: |
—TI0 cymecTByromumM B JIOY OPTaHH3AIMOHHO-PACTIOPSIUTENEHBIM JOKYMEHTAM; !
;
|

— 110 IIpuMeHsaeMbM B JIOY mepam 3amuTe HHGOpMAaLHY;
—1I0 IIPaBHJIBHOMY HCTIOJIB30BAHHIO CPEICTB 3AIHTEI HHGOpPMaIHH.
7 SAKIIOYEHUE
IIpu u3meneHwHH JEHCTBYIOIIET0 3aK0OHO AT IbCTRA Poccutickoii ®enepanun B 06macTu 3aIHTEI
uHdOpManMHu, a Takke OpTaHH3aHOHHO-PACIOPSAUTENBHEX TOKYMEHTOB OV mactosmz
[lonutuka u U3MeHeHHs K Hel TIPHMCHSIOTCS B 9aCTH, He IPOTHBOPEYAIIEH BHOBE anHs{TLE\j
3aKOHONATEIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaxKe BHYTPEHHUM JokymenTam JIOV. Bee
TpeOOBaHHUS, yCTAHOBIICHHEIE JEHUCTBYIOIUM 3aKOHOIATEIHCTROM Poccwuiickoix CDeﬂepauH%la,
HON3aKOHHBIMH aKTaMH Y JOTOBOPHEIMH OTHOINCHUSAMH, a Takxke noaxon JOV k obecneuenito
COOTBEICTBHA  5TUM  TPeGOBAHHAM  MOJKHBI  GEITEH SBHEIM ~ 00pasoM  ompesesneHbr,
AOKYMCHTHPOBAHBI U IOAIEP)KUBATHCS B aKTyambHOM cocTostHuu. JIOY B mpuopuretHdM
HAlIPaBICHUH OJDKEH PACCMATPUBATHCS IIEPEXOM MPOrPaMMHOTI0 0OeCIIeueH e OTG‘-I@CTBCHHO?‘O
IIPOM3BOIMTENS, BKIIOYEHHOIO B €IHHBIH PEeCTp POCCHHCKHX IpOrpamMM Iuist DIIEKTPOHHE
BBIMHCITUTCILHBIX MAllUH U 6a3 qaHHbIX. B ToM uncie mo 9acTH CEPBEPHOIO, KOMMyTanHOHHo'{o
obopymoBaHus u [POTpaMMHO-aNIapaTHEIX CPEACTB, BKIIOYEHHBEIX B Emunerit  peectp
POCCHHCKOH paIHO3IeKTPOHHO nponykimu. IlepecMOTp u BHECEHME H3MeHEHHM B HACTOSIIYFO
[omutuky ocymectsiastores na MIEPHOINYECKON U BHEIIJIAHOBOM OCHOBE, ;
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